Text book Assi gnnent :

ASSI GNIVENT 4

t hrough 4-26.

“Al'S Security (continued),”

chapter 4, pages 4-13

4-1.

4-2.

4-3.

In which of the follow ng
steps in planning an AI'S
security program wll najor
probl em areas be identified?

1. Perform action plans

2. Perform prelimnary
pl anni ng

3. Perform a prelimnary
risk analysis

4.  Perform and docunent a
detailed risk analysis

Which of the follow ng steps
in planning an Al'S security
program allows for review
and approval ?

1. Perform action plans

2. Perform prelimnary
pl anni ng

3. Perform a prelimnary
ri sk analysis

4. Perform and docunent a
detailed risk analysis

A security policy statenent
shoul d provide which of the
followng information?

1. General guidance and
assi gnnent of
responsibilities

2. CGeneral guidance and
l[isting of
responsibilities

3. Detai | ed gui dance and
assi gnnent of
responsibilities

4. Det ai | ed gui dance and
listing of
responsibilities
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4-4.

4-5.

4-6.

4-7.

As a guideline for risk
anal ysis, which of the
following FIPS publications
shoul d you use?

1. FIPS PUB 47
2. FIPS PUB 53
3. FIPS PUB 65
4. FIPS PUB 79
The inpact of a given threat

may depend on all but which
of the follow ng factors?

1. Geographical |ocation

2. Local environnent

3 Percei ved threat of
vandal s

4, Potential val ue of
property to a thief

Which of the following is a
threat to an AIS facility?

1. Hardware failure

2. Tanpering with inputs,
prograns, and data

3. Accidents causing
nonavail ability of key
per sonnel

4. Each of the above

It is recoomended that the

AlS facility upper

managenent begin devel oprent

of the security program with

al an

risk analysis

inventory of equipnent
survey of data integrity
intensive training
program

W=



4-8.

4-9.

4-10.

A quantitative risk analysis
produces which of the
following results?

1. Long-range planners
recei ving gui dance on
personnel requirenents

2. The security program
objectives directly
relating to the m ssion
of the command

3. Criteria generated for
desi gning and eval uating
internal controls

4,  An estimate of |osses to
be expected

Wien the risk analysis is
prepared, the first step to
be considered is to

1. develop an estimte of
annual | oss expectancy

2. estimate the potenti al
| osses to which the AI'S
facility is exposed

3. evaluate the threats to
the AIS facility

4. review the security
program objectives

The | oss potential estinate
has which of the follow ng
obj ecti ves?

1. To place a nonetary
val ue on the |oss
estimate only
2. To identify critical
aspects of the A'S
facility operation only
3. To place a nonetary
value on the |oss
estimate and to identify
critical aspects of the
AIS facility operation
4.  To determ ne data
repl acement requirenents

4-11.

4-12.

4-13.

4-14.

The [ oss of program files
has which of the follow ng
| oss potential s?

1. Cost to replace assets

2. Cost to reconstruct
files

3. Security conpronise

4. Vvalue of assets stolen
before |oss is detected

Which of the following is
the | oss potential that nmay
result from the indirect

theft of assets?

1. Cost to replace assets

2. Cost to reconstruct
files

3. Security conprom se

4, Val ue of assets stolen
before loss is detected

To show repl acenent costs
for the physical assets of
the AIS facility, A'S
techni cal nanagers and upper
managenent shoul d use which
of the follow ng nethods?

Build a graph
Construct a table
Produce a |i st
Wite a description

L

The AI'S technical manager
should call on which of the
fall owi ng personnel to

assi st in making

| oss estimates?

Users
Vendor s

Pr ogr anmer s
Super vi sors

Powr



4-15.

4-16.

4-17.

After a prelimnary
screening to identify the
critical tasks, the A'S
techni cal manager shoul d
perform which of the
follow ng tasks next?

1. Determne the scope of
the critical tasks

2. Develop an estinate of
annual | oss expectancy

3. Quantify loss potenti al
with the help of user
representatives

4, Determ ne the back-up
system requirenents for
the critical tasks

The second step to be
consi dered when you prepare
the risk analysis is to

1. develop an estimte of
annual | oss expectancy

2. estimate the potenti al
| osses to which the AI'S
facility is exposed

3. evaluate the threats to
the AIS facility

4, review the security
program objectives

To devel op estimates of the
occurrence probability for
each type of threat, the A'S
techni cal manager shoul d use
all except which of the

foll owi ng resources?

1. Standardi zed Navy-w de
formul a

2. H gher authority
i nstructions/ manual s

3. Common sense

4, Dat a

4-18.

4-19.

4- 20.

The third step to be
consi dered when you prepare
the risk analysis is to

1. devel op an estinmate of
annual | oss expectancy

2. estimate the potentia
| osses to which the AIS
facility is exposed

3. evaluate the threats to
the AIS facility

4, review the security
program objectives

Fire, flood, and sabotage,
in varying degrees, result
in which of the follow ng
| osses?

Indirect |oss of assets
Physi cal destruction
Data conprom se

Theft of information

ERSESPS

Reduci ng the probability of
sone occurrence by altering
t he environment could be
acconplished in which of the
foll owi ng ways?

1. | mpl emrenti ng nore
ri gorous standards for
progranm ng and software
testing

2. Preparing a backup
system for offsite
oper ati ons

3. Providing mlitary
guards and special door
| ocks

4. Rel ocating the AI'S
facility



4-21

4-22.

4-23.

Which of the following is an
exanmple of erecting barriers
to ward off a threat?

1. | mpl emrenti ng nore
ri gorous standards for
programm ng and software
testing

2. Preparing a backup
system for offsite
operati ons

3. Providing mlitary
guards and speci al
| ocks

4. Relocating the AI'S
facility

door

When selecting a specific
renedi al neasure, a total of
how many criteria should be
used?

1. One

2. Two

3. Thr ee

4, Four

Which of the following is

one possible way to select a
remedi al nmeasure to mnimze
a threat?

1. Begin with the threat
havi ng the | argest
annual |oss potenti al

2. Begin with only those
nmeasures for which the
cost can be estinmated
preci sely

3. Begin with only those
renmedi al neasures that
woul d not cause a | o0ss
reduction in the sanme
ar ea

4. Begin with the renedial
nmeasures for which the
annual cost is nore than
t he expected reduction
in annual | o0ss
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4-24.

4- 26.

4-27.

Al but which of the
following events tends to
have the sane basic effect
as the others on

Al'S operations?

1. Fire
2. Rai n
3. Ear t hquake
4, W ndst or m

In mnimzing an AI'S

buil ding’s exposure to fire
damage, which of the
followng factors should be
consi der ed?

1. Contractors

2. Design only

3. Location only

4. Design and |ocation

An AI'S physical security
program should include whic
of the following fire safet
el ement s?

1. Measures to ensure
pronpt detection of and
response to a fire
emer gency

2. Provi sion for quick
human intervention and
adequate neans to
extinguish fires

3. Provi sion of adequate
means and personnel to

[imt danage and effect
pronpt recovery
4. Al of the above

In evaluating the fire
safety of an AIS facility,
total of how many factors
are to be considered?

Fi ve
Si x
Thr ee
Four

PoONE

h
y

a



4-28.

4-29.

4- 30.

4-31.

Wi ch of the follow ng 4-32.
factors affects the degree
of hazard associated with a
gi ven occupancy?
1. Weight of the materia
2. Anobunt of conbustible
nmat eri al
3. Exposed surface of the
nmat eri al
4. Package in which the
material is stored
Wen the safety features of
an AIS facility building are
desi gned, which of the 4- 33.
following factors should be
consi der ed?
1. Heat -resistant Ilights
2. Bui | di ng operation
3. Fire walls
4. St orm doors
The inherent fire safety of
a building can be rendered 4-34.
i neffective because of which
of the followi ng conditions?
1. Fire doors propped open
2. Standard el ectrica
W ring
3. Use of lowflanme spread
materi al s
4. Pr oduct s- of - conbust i on
detectors
Experience in fire fighting
shows that the major factor
inlimting fire damage is 4- 35.

1. pronpt detection of
fires

2. experienced fire
fighters

3. mltiple fire
extingui shers

4.  quick response tine to
al arns
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During the third stage of a
fire, fire fighting becones
increasingly difficult and

of ten people cannot remain

at the fire site for which

of the follow ng reasons?

1. Toxic gases only

2. H gh tenperatures only

3. Large volune of snoke
only

4, Toxic gases, high
tenperatures, and |arge
vol une of snoke

Prompt fire detection is
best acconplished through
the use of which of the
foll owi ng detectors?

1. Gas
2. Heat
3. Snoke
4. Flane

When detectors are
install ed, which of the
following factors need NOT
be consi dered?

1. The location of
equi pnent

2. The direction and
velocity of air flow

3. The presence of areas
with stagnant air

4, The location of fire
exti ngui shers

In the design of the
detection control panel,
whi ch of the follow ng
i ndi cations shoul d

be i ncl uded?

1. The power supply status
of each detector
2. Whi ch detector has

al ar ned
3. The cause of the alarm
4,  \What type of detector

has al ar ned



4- 36.

4-37.

4- 38.

4- 39.

To assure that someone will 4- 40.
be alerted to a fire, which
of the follow ng alarm
| ocations is recomended as
the primary |ocation?
1. Conputer room
2. Per sonnel office
3. Commanding officer’s

office
4. Bui | di ng mai nt enance 4-41.
Reducing the sensitivity of
the snoke detectors to
el im nate nuisance al arns
may have which of the
followng results?
1. Save energy
2. Extend equi prment life
3. Delay fire detection
4. Cause poor personnel

per f or mance
In an actual fire situation,
the air handling equi pment
could be shut down 4-42.
automatically to avoid which
of the follow ng probl ens?
1. Straining the air

handl i ng equi prent
2. Excessi ve energy

consunpti on
3. Excessive filter wear
4, Spr eadi ng snoke and

fanning the flanes

4-43.

Wen fire detection systens
are interconnected with air
handl i ng equi prent, a
preferred technique is to
cause the systemto take

which of the follow ng
measur es?

1. Exhaust the snoke

2. Lower the thernpstat
3. Recircul ate the snoke
4, Use inside air for

i nt ake
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VWat is the m ni mum
tenperature required to
activate an automatic

sprinkl er systen?
1. 115°F
2. 125°F
3. 135°F
4.  145°F

To ensure the effectiveness
of portable extinguishers,
whi ch of the follow ng
nmeasures should be observed?

1. Extinguishers should be
mar ked for rapid
identification

2. Extinguishers should
have inspection tags

3.  Extinguishers should be
pl aced in corners

4.  Extinguishers should be
pl aced on the floor, not
nount ed

Mlitary personnel who are
know edgeabl e and trained in
fire safety are needed by
which of the follow ng types
of commands?

Smal | conmands only

Medi um comrands only
Large comands only

Every command

PO E

When using supporting
utilities, AlI'S technical
managers shoul d consider the
probability of occurrence
and the effects of which of
the follow ng conditions?

Vandal i sm only
Sabot age only
Fire only
Vandal i sm
fire

rwn e

sabot age, and



4-44.

4-45.

4- 46.

4-47.

Excessive fluctuation in the
dc voltage applied to the
hardware can be caused if
the Iine voltage is 90
percent or |ess of nom nal

for nmore than what m ni num
nunber of mlliseconds?

1 7

2 6

3 5

4 4

Power fluctuations in line

vol tage cause unpredictable
results in which of the
foll owi ng conponents?

1. Logic only

2. Har dware only

3. Data transfer only

4, Logic, hardware, and
data transfer

In an AIS facility, the

effects of internal power

fluctuations can be
mnimzed in which of the
foll owi ng ways?

1. Gounding the CPU

2. Isolating the AI'S
hardware from ot her
facility | oads

3. Wring all conponents in
paral | el

4. Wring each conponent
with a circuit breaker

The technique of connecting
the AIS facility to nore
than one utility feeder has
nore protection val ue when
the feeders are connected in
what manner?

1. To the sane junction box
2. From the sane utility
pol e

3. To different power
subst ati ons
4, To different wutility

meters
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4-48.

4-49.

4-50.

4-51.

An uninterrupted power
supply (UPS) consists of a
solid-state rectifier that
perforns which of the
follow ng functions?

1. Drives a solid-state

inverter only

2. Keeps batteries charged
only

3. Drives a solid-state
i nverter and keeps

batteries charged
4.  Synthesizes alternating
current

The UPS battery supply can

support a facility load for
a maxi mum of how many

m nut es?

1. 35

2. 40

3. 45

4. 50

The control circuitry for a
static transfer swtch
perforns which of the
follow ng functions?

1. Senses variations in
frequency

2. Senses an overcurrent
condi tion

3. Switches the load to the
alternate power source

4. Stops the flow of power

Using multiple, independent
UPS units can provide which
of the follow ng benefits?

1. Power consunption is
| ower ed

2. Each unit can be
switched offline if it

fails
3.  The netering of
conmponent power

consunption is
facilitated
4. Al of the above



4-52.

4-53.

4-54.

4-55.

If the risk analysis shows a
maj or | oss from power
outages lasting 30 to 45

m nutes or |onger, which of
the foll owi ng neasures
shoul d be taken?

1. Installing an on-site
gener at or
2. Cutting back on
oper ati ons
3. Rel ocating the facility
4.  Adding nore nultiple,
i ndependent UPS units

Wi ch of the follow ng
conmponents rmnust be |arge
enough to support
air-conditioning or mninum
lighting as well as the UPS
| oad?

Gener at or

Al t er nat or
Prinme nover

Al ternate nover

PwroE

Provi di ng physi cal
protection for an Al'S
facility involves which of
the foll owi ng processes?

1.  Denying access to
unaut hori zed persons

2. Permtting access to
aut hori zed persons

3. Both 1 and 2 above

4, M nimzing the risks of
a natural disaster

Wherever AlIS equipnent is
used for processing
classified information,

whi ch of the follow ng
instructions should be used
for applying physical
protection and security
pol i cy?

1 CPNAVI NST 5230. 12
2. CPNAVI NST 5239.1
3. SECNAVI NST 5211.5
4. SECNAVI NST 5233.1
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4-56.

4-57.

4-58.

4-59.

Wi ch of the follow ng
contingency plans for
dealing with classified
material should NOT be
considered in energencies?

Destruction
Pr ot ecti on
Renova

Repr oducti on

BN

In an energency, the

pl acement of a perineter
guard force around the

af fected area provides
protection in which of the
foll owi ng ways?

1. Pr ovi des ext ernal
cont act when
conmmuni cations are | ost
2. Prevents the renoval of
classified materi al
3. Reduces the risk of

addi ti onal destruction
4. Provides Al'S access
control

Wi ch of the follow ng
net hods nay be used to

protect the property

boundary of the AI'S

facility?

1. Rovi ng patrol only

2. Fenci ng-only

3. Rovi ng patrol and
f enci ng

4.  Security badges

Fences installed for
boundary protection should
be (a) what m ni mum hei ght
with (b) what m ni mrum nunber
of strands of barbed wre?

1. (a) 8 feet (b) 2
2. (a) 8 feet (b) 3
3. (a) 10 feet (b) 2
4 (a) 10 feet (b) 3



4-60.

4-61.

4-62.

4-63.

Penetrati on sensors nmounted
on fences and gates shoul d
provi de which of the
followi ng al arns when
tripped?

1. External only
2. Internal only
3. External and internal

Tests show t hat

el ectromagnetic or acoustic
emanations from Al'S hardware.
may be intercepted up to a
maxi mum of how many yards

If the AIS technical manager
plans to take measures to
control conprom sing

emanati ons, those measures
are subject to approval

under the provisions of
which of the follow ng DOD
directives?

4- 66.

5200. 19
C5200. 19
5200. 28
C5200. 28

P

The application of the
measures to contro

conprom sing enanations
within the industrial Al'S
systenms is at the direction
of the contracting activity
concerned under the

provi sions of which of the
following DOD directives?

1. 5200.19
2. C5200. 19
3. 5200. 28
4. C5200. 28
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4-64.

4- 65.

4-67.

The use of an intrusion
detection system (IDS) in a
protective program is
covered in which of

the follow ng instructions?

1. OPNAVI NST 5239.1

2. OPNAVI NST 5510.1

3. SECNAVI NST 5211.5

4. SECNAVI NST 5233.1

The physical security
requirements for a renote
term nal area are based upon
which of the follow ng

cl assi fications?

1. The classification of
the central conputer
facility

2. The classification of
the renote termnal area

3. The classification of
the data that will be
accessed through the
t erm nal

4, The classification
assi gned by higher
authority

When the AI'S system contains
classified information, what

action, if any, nust be
taken for each renote
termnal that is not
controll ed?

1. D sconnect

2. Pl ace offline

3. Turn off

4, None

In the annual security

survey of an AIS facility,
what is the second step?

1. Define and tabul ate
areas within the
facility for
control purposes

2. Evaluate all potential
threats to the A'S
facility

3. Identify areas where
renedi al neasures are
needed

4, Recomrend
to upper

i mprovenent s
nmanagenent



4-68.

4-69.

4-70.

I N ANSVERI NG QUESTI ON 4-71

When the annual security 4-72.
survey is conducted, it
shoul d begin at which of the
foll owi ng areas?
1. Roof
2. Basenent
3. Peri net er
4.  Top floor
When surveying the perineter
of the facility, the AIS
techni cal manager need NOT
check which of the follow ng
accessways?
1. Fire escapes
2. Doors and w ndows 4-73.
3 O her entrances, such as
vent s
4. Manned posts at the
property line
When surveying the interna
security of a facility, the
Al'S technical manager should
foll ow which of the
foll owi ng guidelines?
1. Begin the survey on the
r oof
2. Det erm ne where al arns
annunci at e
3. Fi nish the survey in the 4-74.

mai | room ar ea
4. Not e the volune of the
al ar ns

REFER

TO TABLE 4-6 I N THE TEXT.

4-71.

Wi ch of the follow ng
guestions need NOT be
included in the physica
security survey?

1. 1s the present equipnent
up-t o-date?
2. |Is the alarm system

i nspected and tested
occasionally to ensure
operation?

3. What kind of sound does
t he al arm nmake?

4.  How many zones of
protection are within
the protected building?
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Which of the followi ng facts
are used by the A'S
techni cal nmanager to

eval uate existing access
controls and protection
measur es?

1. The schedul e of alarm
tests
2.  The design of the alarm

syst em

3. The nunber and | ocation
of manned posts

4 The distance between the
manned posts and the
bui | di ng

Which of the following itens
are prepared and executed
for the acconplishment of
the conmand’ s specific

m ssi on?

pl ans only

1. Qperation
pl ans and-t he

2. Qperation

conmmand’ s organi zati ona
manua

3. Energency response plans
only

4. Ener gency response plans
and the command’ s
organi zati onal nanua

A total of how nany
different types of
contingency plans nake up a
COOP security plan?

One
Two
Thr ee
Four

SIS



4-75.

The risk analysis should be
revi ewed by which of the
foll owi ng peopl e?

~wr -

Production control clerk
Response team

Techni cal nmanager

Upper managenent
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